State Government Council Meeting Agenda

State Government Council

Wednesday, May 21, 2014 at 1:30PM

Executive Building - Lower Level Conference Room
521 S 14th Street

Lincoln, NE

Meeting Documents

1:30PM 1. Roll Call, Meeting Notice & Open Meetings Act Chair
Information
2. Public Comment
3. Approval of Minutes* - February 13, 2014

1:40PM 4. Standards and Guidelines - Recommendations to the R. Becker
NITC*

A. NITC 1-201: Agency Information Technology Plan -
Attachment A (Amendment)

B. NITC 1-202: Project Review Process - Attachment B
(Amendment)

1:45PM 5. Create an ad hoc workgroup to study the "open data" Chair
concepts contained in LB919*
*LB919 (2014)
* Sunlight Foundation publication referenced at the
committee hearing

2:15PM 6. NASCIO 2014 State IT Recognition Awards applications Chair
due June 2 (external link)

2:20PM 7. Agency Reports and Other Business Members

2:30PM 8. Adjourn (Next Meeting - July 10, 2014) Chair

* Denotes Action Item

The Council will attempt to adhere to the sequence of the published agenda, but
reserves the right to adjust the order of items if necessary and may elect to take

action on any of the items listed.

Meeting notice was posted to the NITC website and the Nebraska Public Meeting
Calendar on April 30, 2014. The agenda was posted to the NITC website on
May 19, 2014. Nebraska Open Meetings Act




STATE GOVERNMENT COUNCIL
Thursday, February 13, 2014 at 1:30 p.m.
Executive Building - Lower Level Conference Room
521 South 14th Street, Lincoln, Nebraska
MINUTES

MEMBERS PRESENT:

Brenda Decker, Chief Information Officer, Chair

Beverlee Bornemeier, OCIO-Enterprise Computing Services
Dennis Burling, Department of Environmental Quality
Coleen Byelick, Secretary of State

Keith Dey, Department of Motor Vehicles

Pam Kunzman, Nebraska State Patrol

Steve Rathje, Department of Natural Resources

Eric Henrichsen, Department of Health and Human Services
Kelly Lammers, Department of Banking

Glenn Morton, Workers’ Compensation Court

Mike Overton, Crime Commission;

Jennifer Rasmussen, State Court Administrator's Office
Jayne Scofield, OCIO-Network Services

Bob Shanahan, Department of Correctional Services

Terry Slone, Department of Labor

Bill Wehling, Department of Roads

MEMBERS ABSENT: Mike Calvert, Legislative Fiscal Office; Brent Gaswick, Department of Education;
Lauren Kintner, Policy Research Office; Pat Flanagan, Private Sector; Dorest Harvey, Private Sector;
Gerry Oligmueller, Administrative Services/Budget; Len Sloup, Department of Revenue; and Rod
Wagner, Library Commission

The Chair, Brenda Decker, called the meeting to order at 1:30 p.m. There were 16 voting members
present at the time of roll call. A quorum existed to conduct official business. Meeting notice was posted
to the NITC website and the Nebraska Public Meeting Calendar on December 19, 2013. The agenda was
posted to the NITC website on February 7, 2014. A copy of the Nebraska Open Meetings Act was
available in the room.

PUBLIC COMMENT
There was no public comment.
APPROVAL OF SEPTEMBER 12, 2013 MINUTES

Mr. Dey moved to approve the September 12, 2013 minutes as present. Mr. Henrichsen seconded.
Roll call vote: Burling-Yes, Bornemeier-Yes, Decker-Yes, Overton-Abstain, Byelick- Abstain,
Rathje- Abstain, Slone- Abstain, Lammers-Yes, Morton-Yes, Dey-Yes, Henrichsen-Yes, Kunzman-
Abstain, Scofield-Yes, Shanahan-Yes, Rasmussen-Yes, and Wehling-Yes. Results: Yes-11, No-0,
Abstained-5. Motion carried.

PRESENTATION: PUBLIC SERVICE COMMISSION'S MOBILE PULSE APPLICATION
Collin Robbins, Public Service Commission

Mobile Pulse is an application that tests download and upload speeds at unique location on carrier
networks and/or Wi-Fi and uploads data to Mobile Pulse site. This application can be downloaded for
free or the Public Service Commission is seeking partners that would utilize and distribute the dashboards
for up to 25 users. Both the free and advanced offerings have dashboard functionality. There is no
financial obligation.


http://nitc.nebraska.gov/index.html
https://www.nebraska.gov/calendar/index.cgi
http://nitc.nebraska.gov/documents/statutes/NebraskaOpenMeetingsAct_20130906.pdf
http://nitc.nebraska.gov/state_gov_council/meetings/documents/20140213/2013-09-12.pdf
httt://nitc.nebraska.gov/education_council/meetings/documents/2013.12.18/131108_MobilePulse_Overview.pptx

Council members were given an opportunity to share comments and ask questions. Members had
concerns about security and the impact that would have towards the usage on their monthly plans . Ms.
Decker recommended that Mr. Robbins and Mr. Hobbs work with Mobile Pulse regarding security
assessment.

DISCUSSION

Windows 8 in State Government
Kim Dalton, OCIO Open Systems Team

The primary driver of Windows 8.1 deployment is tablet adoption and use of the touch screen. New
features in 8.1 include:

e Start button functions

e Can boot to the desktop instead of Start Screen

e Internet Explorer 11

o Applications that rely on older browsers may not work with IE 11
o Now includes anti-malware that scans binary extensions

e BYOD improvements and Open MDM: users can register their own systems on the corporate
network, but Open MDM allows third party MDM vendors to integrate with 8.1.

o Remote Business Data Removal allows greater control over encrypted content that can be wiped.

e |E 10 and 11 - includes Enhanced Protected Mode, which restricts web browser access to
sensitive locations such as My Documents and does not support the use of browser plug-ins.

Enterprise Security Considerations

e Windows Live ID Integration

e Windows Store

¢ Work Folders = SkyDrive integration

April 2014 is Windows XP End of Life. Below are a few reasons to move off XP:

¢ Windows XP codebase was conceived well before Microsoft’'s Trustworthy Computing Initiative,
and long before the Security Development Lifecycle was introduced. Because of these factors
and others, Windows XP lacks some of the important new security features that Windows Vista
and 7 have. It does not come close to providing the level of protection that Windows 8 does.

e End of Support means no security updates. XP does not have native malware resistance as
modern Windows desktops do so are infected more frequently by malware. (Based on Microsoft
Security Intelligence Report. Greater install base is considered in the data, which has been
normalized to represent the number of infections per 1000 systems scanned.)

e Gartner recommended back in 2013 that organizations still using XP should move to Windows 7,
which Gartner sees as “a secure and stable OS.”

e Windows 8.1 uses less RAM and CPU than Windows 7 so can be supported on older XP
machines.

The Department of Health and Human Services, Department of Natural Resources, Department of Motor
Vehicles and Nebraska State Patrol have all deployed Windows 8, to a small group of users. They were
asked to share their findings with the OCIO so that everyone could be informed of the results of the
testing.

Junk email Options
Jason Meyer, OCIO Open Systems

Mr. Meyer described the handling of junk email in the state email system. The Office of the CIO will
develop a document detailing this information and the options available to state employees. The
document will be link to the meeting minutes [click here] and will be posted on the OCIO website.
AGENCY REPORTS

There were no agency reports.


http://nitc.nebraska.gov/state_gov_council/meetings/documents/20140213/Guidelines%20for%20Junk%20E-mail%20Settings_after%20meeting.pdf

OTHER BUSINESS

At the September meeting, Ms. Decker informed the Council that Nebraska had three nominations for
NASCIO awards which were to be presented at the October NASCIO conference. Network Nebraska-
Education won an award for the Cross-Boundary Collaboration and Partnerships category. Nebraska
also received honorable mention for the Handicap Parking Permit Application and Management System
and the Nebraska Capitol Live Mobile App. Winning projects had to submit a video highlight the project.
The OCIO submitted a video and it is posted on the NITC website. Members were encouraged to visit
the site.

The OCIO has completed an IT application audit for CAFR. There were no major issues. The final report
has been posted on the State Auditor's website.

Pat Flanagan’s term serving as a NITC Commissioner will expire in April. Dorest Harvey has been
appointed to the NITC representing the general public.

There was discussion about the LB429 contracts database and accessibility issues related to scanned
PDF files.

The State is the middle of an IBM Audit. It is anticipate that there will be no major issues. Adobe and
AutoDesk have contacted the OCIO to also do an audit. Microsoft has audited other states and we need
to be prepared for that possibility.

ADJOURN

Mr. Shanahan moved to adjourn. Mr. Burling seconded. All were in favor. Motion carried.

The next meeting of the State Government Council will be held on Thursday, March 13, 2014, 1:30 p.m.,
Executive Building-Lower Level Conference Room, 521 South 14™ Street in Lincoln, Nebraska.

Meeting minutes were taken by Lori Lopez Urdiales and reviewed by Rick Becker, Office of the CIO/NITC.



NITC 1-201
Attachment A

Nebraska Information Technology Commission

and the
Office of the Chief Information Officer

Agency Information Technology Plan
20122014 Form

Due: September 15, 26122014

Notes about this form:

1.

STATUTORY REQUIREMENT. “On or before September 15 of each even-numbered year, all state agencies,
boards, and commissions shall report to the Chief Information Officer, in a format determined by the
[Nebraska Information Technology Commission], an information technology plan that includes an
accounting of all technology assets, including planned acquisitions and upgrades.” (NEB. REV. STAT. § 86-
524.01). This document -- prepared with input from state agencies and the Technical Panel -- is the
approved format for agency information technology plans.

GENERAL GUIDANCE ON COMPLETING THIS FORM. This form provides a basic format for providing the
information requested. Agencies can add clarifying comments or modify the tables provided as necessary to
provide the information. The agency should assume the information provided is a public record. Do not
include information which would compromise your information technology security. Please indicate in the
document where information is not provided for security reasons.

DEADLINE. The Agency Information Technology Plan is due on September 15, 20122014,

SUBMITTING THE FORM. The completed form should be submitted as an attachment to the agency budget
submission in the Nebraska Budget Request and Reporting System. In the left-margin menu, under
Information Technology, click “IT Agency Summary”. Click the “Narrative” tab, and then attach the
completed Agency IT Plan by clicking the “Browse...” button to locate the desired file and then clicking
the “Attach” button. Finally, click the “Save” button.

QUESTIONS. Contact the Office of the CIO/NITC at (402) 471-7984 or ocio.nitc@nebraska.gov



Agency

Agency IT Contact

Email Address

Phone

1. Current Assets

1.1 Applications

1.1.1 Off-the-Shelf Applications
Provide an estimated number of licenses for each of the following applications:

Estimated Version(s) (Optional)
Number of
Users/Licenses

Productivity Suite

Microsoft Office

WordPerfect Office

OpenOffice/StarOffice

Other (Specify)

Internet Browser

Microsoft Internet Explorer

Firefox/Mozilla

Google Chrome

Safari

Other (Specify)

Desktop Antivirus

Microsoft Forefront

Sophos

Symantec/Norton

McAfee

Other (Specify)

Instant Messaging

Office Communicator

Other (Specify)

Database Management (DBMS)

IBM

Oracle

Microsoft SQL

AS/400

Other (Specify)

Applications Development Tools

Microsoft Visual Studio

IBM Rational Application Developer

Micro Focus COBOL

Other (Specify)




1.1.2 Other Off-the-Shelf Applications
List other significant off-the-shelf applications utilized by the agency:

Application Estimated Version(s) (Optional)
Number of
Users/Licenses

1.1.3 Custom Applications

List custom applications used by the agency, including (a) the general purpose of the application; (b) the
platform on which it is running; (c) application development tools used; and (d) how the application is
supported.

Application;
Platform:
Development Tools:
How Supported:

Application:
Platform:
Development Tools:
How Supported:

1.2 Data

1.2.1 Databases
List the significant databases maintained by the agency and a brief description of each.

Database:
Brief Description:

Database:
Brief Description:

1.2.2 Data Exchange
List the significant electronic data exchanges your agency has with other entities.

Title/Description:

Other Entity:

Purpose:

Is this exchange encrypted?:

Title/Description:

Other Entity:

Purpose:

Is this exchange encrypted?:

1.3 Hardware

1.3.1 General Description of Computing Environment
Provide a general description of the elements of the computing environment in the agency (mainframe,
midrange, desktop computers, thin clients, etc.).




Description:

1.3.2 Hardware Assets
Complete the following table. For “current” assets, enter the total number of each item currently
owned/leased by the agency. For “planned” assets, enter an estimated number of each item at the end of

the biennium on June 30, 20152017.

Current Planned
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Desktop Computers

Laptop Computers

Tablet Computers

Servers

Provide a brief narrative describing the reason/rationale for any significant change in the number of
planned hardware assets as compared to the number of current hardware assets. Also, provide a
description of the agency’s hardware replacement cycle.

Narrative:

1.4 Network Environment

1.4.1 General Description
Provide a general description of the agency’s network environment. You may optionally include any
related diagrams, etc. Also, describe any desktop management and/or LAN monitoring tools used by the

agency.

Description:

1.4.2 Network Devices
Complete the following table. For “current” devices, enter the total number of each item currently
owned/leased by the agency. For “planned” devices, enter an estimated number of each item at the end

| of the biennium on June 30, 20152017.

Current Planned

Firewalls (Hardware)

Load Balancers (Hardware)

Wireless Access Points

Video Cameras (USB)

IP Phones

Web Servers

IPS/IDS Appliances

Non-OCIO provided Switches
Application Delivery/Gateway (e.g. Citrix,
Terminal Services appliances)

(Specify)

Provide a brief narrative describing the reason/rationale for any significant change in the number of
planned devices as compared to the number of current devices.



Narrative:

1.5 Server Rooms

1.5.1 Server Rooms

Many agencies have invested in dedicated space for housing servers and network equipment. This
dedicated space provided close proximity of the equipment to an agency’s offices and support staff.
During the early years of client/server technology, close proximity offered many advantages and was
even essential in some situations. Changes in technology and higher network speeds have eroded the
advantages of close proximity to the extent that separate server rooms often represent a duplication of
costs and an impediment to good security, reliability, disaster recovery, and efficient operations. The
trend in all large organizations is consolidation of servers and data centers.

The purpose of this section is to document the number and size of server rooms and encourage planning
for use of shared services that would eliminate the need for most server rooms.

Please complete the following information:

Does your agency have a server room (yes / no):

Where is the server room located (city, building, floor):

What is the size of the server room (square footage):

Does the room have special electrical power feeds (yes/no):

Does the room have special cooling capacity (yes/no):

Does the room have uninterruptible power supply (yes/no):

Does the room have a separate fire suppression system (yes/no):

What equipment is located in the server room (number of servers, racks, network devices,
etc.)?

9. What security is available for the server room?

ONoO~LONE

Provide a brief narrative describing your agency’s plans to reduce or eliminate the server room or explain
why it is still needed.

2. Staff and Training

2.1 Staff and Related Support Personnel
Identify staffing necessary to maintain your current IT environment, including contractor and OCIO staff
supporting your agency specific environment.

Approximate FTE

Agency IT Staff
Contractors
OCIO Staff

2.2 IT Related Training
Summarize the agency’s efforts to address training needs relating to information technology, including
training for IT staff and users.

Description:



3. Survey

In Progress

Yes
Not

o
bz

Applicable

3.1 Secu rity - Please answer the following questions regarding your agency’s efforts to maintain a secure
information technology environment. [The questions refer to the Nebraska Information Technology Commission’s
Security Policies. These policies are available at http://nitc.ne.gov/standards/]

Has your agency implemented the NITC’s Security Policies?

Has your agency implemented other security policies?

3.2 Disaster Recovery and Business Continuity - For purposes of this document, the
term "Disaster Recovery Plan" refers to preparations for restoring information technology systems following a major
disruption.

Does your agency have a disaster recovery plan?

If your answer to the previous question is YES, have you tested your
disaster recovery plan?

ﬁ , cod
disasterrecovery-plan-based-on-theresults-of-yourtest?

Does your agency perform regular back-ups of important agency
data?

If your answer to the previous questions is YES, does your agency
maintain off-site storage of back-up data?

3.3 Accessibility / Assistive Technology

Does your agency include the Nebraska Technology Access Clause in
contracts for information technology purchases? (See Neb. Rev. Stat.
§ 73-205. The Technology Access Clause is posted at
http://nitc.ne.gov/standards/)

Does your agency have procedures in place to identify the information
technology related requirements of users with disabilities?

Does your agency provide training opportunities for management,
procurement, and technical personnel on how to meet the accessibility
needs of users with disabilities?

Has your agency evaluated its website(s) to ensure accessibility to all
persons with disabilities? If yes, what tools were used to evaluate
accessibility2:

3.4 Geographic Information System (GIS) / Geospatial Data

Does your agency have plans, over the next biennium, for the
development and/or acquisition of GIS/geospatial data (ie, imagery,
LIDAR, GPS collected data, geodatabase development, metadata,
geocoding, demographic and address data, etc.) or geospatial data
applications or web services-that-is-estimated-to-cost-mere-than
$25.0007

If your answer is YES, please provide a brief description and/or
reference where that description is provided in Section 4 below:




Yes

No

In Progress

Applicable

Not

For data that is created or updated, will it follow appropriate NITC
standards:

NITC 3-201 Geospatial Metadata

NITC 3-202 Land Records Information and Mapping

NITC 3-203 LIDAR Elevation Acquisition Using LIDAR

NITC 3-204 Imagery

NITC 3-205 Street Centerline

NITC 3-206 Address

Will your agency provide the geospatial data created or updated
through the project electronically with other government agencies in
the State that may have a need for such data?

Please provide a brief description with your proposed plan in
Section 4.

If geospatial data and web mapping services are created or updated
and is needed by other state agencies or for public consumption, will
you register the metadata with NebraskaMAP.gov?

If your project incorporates web mapping services, are you willing to
make use of current state resources by linking your project to web and
data services that are maintained through other online state agency
repositories? This would be for data not created by your project but is
needed for your project to be effective (ie, base maps such as aerial
imagery, street centerlines, and other authoritative base map data
provided as a service through NebraskaMAP.gov).

If your project will be creating web mapping services, are you willing to

make available the web services links (ie, REST service), without
costs, by allowing connectivity of other state agencies web mapping
Services to your service?

Do you have a data backup, failover and redundancy plan in place for
geospatial data holdings?

Please provide a brief description with your proposed plan in
Section 4.

3.5 Mobile Apps

Does your agency use mobile apps to provide services through mobile
devices?

3.6 Social Media

Does your agency use social media as a communications channel? If
yes, which social media channels do you use (Facebook, Twitter,
other)?

4. Projects and Future Plans



4.1 Projects Currently Active
List current IT projects, including a description of the project, the current project status, projected
completion date and costs.

Project Title:

Brief Description:

Current Status:

Projected Completion Date:
Total Project Cost:

Project Title:

Brief Description:

Current Status:

Projected Completion Date:
Total Project Cost:

| 4.2 Projects Planned to be Started in FY2012-20132015
List IT projects that are planned to start before the end of the current fiscal year which were not listed in
the previous section.

Project Title:

Brief Description:

Projected Start Date:
Projected Completion Date:
Total Project Cost:

Project Title:

Brief Description:

Projected Start Date:
Projected Completion Date:
Total Project Cost:

| 4.3 Projects Planned for the FY2043-20152015-2017 Biennium
List IT project planned for the next biennium. (Note: If funding for a project has been requested and an IT
Project Proposal entered in the Nebraska Budget Request and Reporting System, you only need to list
the project title and note that it is included in the agency budget request.)

Project Title:

Brief Description:

Projected Start Date:
Projected Completion Date:
Total Project Cost:

Project Title:

Brief Description:

Projected Start Date:
Projected Completion Date:
Total Project Cost:

4.4 Long-Term Plans (Beyond the FY2013-26152015-2017 Biennium)
Describe any long-term plans for projects to be started after the FY2013-20152015-2017 biennium.

Agency Narrative:



4.5 Other Issues

This is a general comment section where the agency can identify issues not captured in another section
of the plan. This provides an opportunity to address issues which may, or may not, impact an agency IT
budget; such things as known risks, trends, or issues for which there is not currently enough information
to be included in the other sections. This section can also be used to summarize the agency’s strategies
and future direction for the use of information technology within the agency.

Agency Narrative:



NITC 1-202
Attachment B

Nebraska Information Technology Commission

Project Proposal Form

Funding Requests
for Information Technology Projects

FY2613-26152015-2017 Biennial Budget

IMPORTANT NOTE: Project proposals should only be submitted by entering the information into
the Nebraska Budget Request and Reporting System (NBRRS). The information requested in
this Microsoft Word version of the form should be entered in the NBRRS in the “IT Project
Proposal” section. The tabs in the “IT Project Proposal” section coincide with sections contained
in this Microsoft Word version of the form. Information may be cut-and-pasted from this form
or directly entered into the NBRRS. ALSO NOTE that for each IT Project Proposal created in the
NBRRS, the submitting agency must prepare an “IT Issue” in the NBRRS to request funding for
the project.

Project Title
Agency/Entity

2012040520140610



Nebraska Information Technology Commission

Project Proposal Form
FY2613-20152015-2017 Biennial Budget Requests

Notes about this form:

1.

USE. The Nebraska Information Technology Commission (“NITC”) is required by statute to “make
recommendations on technology investments to the Governor and the Legislature, including a prioritized
list of projects, reviewed by the technical panel...” Neb. Rev. Stat. § 86-516(8). “Governmental entities,
state agencies, and noneducation political subdivisions shall submit all projects which use any combination
of general funds, federal funds, or cash funds for information technology purposes to the process
established by sections 86-512 to 86-524. The commission may adopt policies that establish the format and
minimum requirements for project submissions.” Neb. Rev. Stat. § 86-516(5). In order to perform this
review, the NITC and DAS Budget Division require agencies/entities to complete this form when
requesting funding for technology projects.

WHICH TECHNOLOGY BUDGET REQUESTS REQUIRE A PROJECT PROPOSAL FORM? See NITC 1-202
available at http://nitc.ne.gov/standards/. Attachment A to that document establishes the minimum
requirements for project submission.

COMPLETING THE FORM IN THE NEBRASKA BUDGET REQUEST AND REPORTING SYSTEM (NBRRS).
Project proposals should only be submitted by entering the information into the NBRRS. The information
requested in this Microsoft Word version of the form should be entered in the NBRRS in the “IT Project
Proposal” section. The tabs in the “IT Project Proposal” section coincide with sections contained in this
Microsoft Word version of the form. Information may be cut-and-pasted from this form or directly entered
into the NBRRS. ALSO NOTE that for each “IT Project Proposal” created in the NBRRS, the submitting
agency must prepare an “IT Issue” in the NBRRS to request funding for the project.

QUESTIONS. Contact the Office of the CIO/NITC at (402) 471-7984 or ocio.nitc@nebraska.gov

Page 2 of 5



http://nitc.ne.gov/standards/

Nebraska Information Technology Commission

Project Proposal Form
FY2613-20152015-2017 Biennial Budget Requests

| Seetion-1: General Information

Project Title

Agency (or entity)

Contact Information for this Project:
Name

Address
City, State, Zip

Telephone

E-mail Address

| Seetion-2:Executive Summary

Provide a one or two paragraph summary of the proposed project. This summary will be used in other
externally distributed documents and should therefore clearly and succinctly describe the project and the
information technology required.

| Seetion-3+Goals, Objectives, and Projected Outcomes (15 Points)

1.

Describe the project, including:

e Specific goals and objectives;

e Expected beneficiaries of the project; and
e Expected outcomes.

Describe the measurement and assessment methods that will verify that the project outcomes have
been achieved.

Describe the project’s relationship to your agency comprehensive information technology plan.

| Seetion-4+Project Justification / Business Case (25 Points)

4,

Provide the project justification in terms of tangible benefits (i.e. economic return on investment)
and/or intangible benefits (e.g. additional services for customers).

Describe other solutions that were evaluated, including their strengths and weaknesses, and why
they were rejected. Explain the implications of doing nothing and why this option is not acceptable.

If the project is the result of a state or federal mandate, please specify the mandate being addressed.

Page 3 of 5




Nebraska Information Technology Commission

Project Proposal Form
FY2613-20152015-2017 Biennial Budget Requests

| Seetion-5:Technical Impact (20 Points)

7.

Describe how the project enhances, changes or replaces present technology systems, or implements
a new technology system. Describe the technical elements of the project, including hardware,
software, and communications requirements. Describe the strengths and weaknesses of the
proposed solution.

Address the following issues with respect to the proposed technology:

e Describe the reliability, security and scalability (future needs for growth or adaptation) of the
technology.

e Address conformity with applicable NITC technical standards and guidelines (available at
http://nitc.ne.gov/standards/) and generally accepted industry standards.

e Address the compatibility with existing institutional and/or statewide infrastructure.

| Section-6:-Preliminary Plan for Implementation (10 Points)

9.

10.

11.

12.

Describe the preliminary plans for implementing the project. Identify project sponsor(s) and examine
stakeholder acceptance. Describe the project team, including their roles, responsibilities, and
experience.

List the major milestones and/or deliverables and provide a timeline for completing each.

Describe the training and staff development requirements.

Describe the ongoing support requirements.

| Seetion-7:Risk Assessment (10 Points)

13.

14.

Describe possible barriers and risks related to the project and the relative importance of each.

Identify strategies which have been developed to minimize risks.

Page 4 of 5




Nebraska Information Technology Commission

Project Proposal Form
| FY2613-20152015-2017 Biennial Budget Requests

| Seection-8: Financial Analysis and Budget (20 Points)

15. Financial Information

The “Financial” information tab in the Nebraska Budget Request and Reporting System (NBRRS) is
used to enter the financial information for this project (NOTE: For each IT Project Proposal created in
the NBRRS, the submitting agency must prepare an “IT Issue” in the NBRRS to request funding for

the project.)

@

Worksheet in Project
Proposal Form.xlIs

Page 5 of 5




LB 919 LB 919

LEG SLATURE OF NEBRASKA
ONE HUNDRED THI RD LEG SLATURE

SECOND SESSI ON

LEGQ SLATI VE BI LL 919

I ntroduced by Mello, 5.
Read first time January 15, 2014

Conmittee: CGovernnent, Mlitary and Veterans Affairs

A BILL
1 FOR AN ACT relating to state governnent; to create the Qpen Data
2 Advi sory Board; and to provide powers and duties.

3 Be it enacted by the people of the State of Nebraska,



LB 919 LB 919
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Section 1. (1) The Open Data Advisory Board is created.

The board shall conprise the foll ow ng nenbers:

(a) The Director of Administrative Services or his or her

desi gnee;

(b) The Chief Information Oficer or his or her designee,

who shall serve as chairperson of the board;

(c) The Director of the Nebraska State Historical Society

or _his or her designee;

(d) The State Records Administrator or his or her

desi gnee;

(e) A representative of the Nebraska news nedia sel ected

by the Governor;

(f) A nmenber of the public with expertise in infornmation

t echnol ogy selected by the Governor; and

(g) Three nenbers of the Legislature selected by the

Executi ve Board of the Leqgislative Council.

(2) The board shall be housed in the office of the Chief

Informati on O ficer for administrative and budgetary purposes.

Sec. 2. For purposes of sections 1 to 4 of this act:

(1) Board neans the Open Data Advi sory Board;

(2) Data set neans a naned collection of related records

on an electronic storage device, with the collection containing

individual data units organized or formatted in a specific and

prescribed way, often in tabular form and accessed by a specific

access nethod that is based on the data set organi zation. Data set




LB 919 LB 919
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does not include any data that is protected from disclosure under

applicable federal or state law or by contract or data that is

proprietary; and

(3) State open data web site nmeans a single Internet web

site containing public data sets and information or links to public

data sets and infornmtion.

Sec. 3. The board shall:

(1) Study the establishnment of a state open data web site

and devel op recommendations for its establishment;

(2) Devel op reconmmrendati ons about how to make public data

sets and information nore readily available to the public through the

state open data web site

(3) Report the recommendations and standards devel oped

under this section to the Governor and the Executive Board of the

Legi slative Council by Decenber 1, 2014; and

(4) Review the recommendati ons and standards annual ly and

report on any recommended changes to the Governor and the executive

boar d.

The reports submitted to the executive board shall be

subm tted el ectronically.

Sec. 4. In fulfilling its duties under section 3 of this

act, the board shall use the provisions of sections 84-712 to

84-712.09 as a starting point and be guided by principles that

encour age:

(1) Setting the default position for public data sets and
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information to open unless the data set or information contains

i nformati on desi gnated as sensitive, private, or confidential or that

is exenpt fromdisclosure pursuant to sections 84-712 to 84-713;

(2) Establishnment of a standardized fornmat of public data

sets and information that nmakes the information nobre easily

accessible by the public;

(3) Renpval of restrictions and unnecessary barriers on

the use and reuse of public data sets and information;

(4) Mnimzing limtations on the disclosure of public

data sets and infornmation while appropriately safeguardi ng sensitive

i nf ormati on;

(5 Balancing factors in favor of excluding public data

sets and information from the state open data web site against the

public interest in having the information accessible on the state

open data web site;

(6) Permanent, lasting, open access to public data sets

and i nfornation;

(7) Publication of bulk data, unigque identifiers, and

netadata for all public data sets and information;

(8) Inplenentation of well-designed public information

systens that ensure data quality, create a public, conprehensive |ist

or index of public data sets and information, and define a process

for continuous publication of and updates to public data sets and

i nf or mati on;

(9) ldentification of public data sets and infornation




LB 919 LB 919

10

11

12

13

not currently nade available online and the inplenentation of a

process, including a tineline and benchnarks, for maki ng such public

data sets and infornmtion available online;

(10) Use of electronic filing systens in the collection

of public data and information as a neans to i nprove data quality and

accuracy,

(11) Use of open source software when feasible;

(12) Creation of application programmng interfaces by

state agencies that allow third parties to automatically search,

retrieve, or submt information directly fromonline databases; and

(13) Accountability on the part of those who create,

nmai ntai n, nmanage, or store public data sets and information or post

it to the state open data web site.




Guidelines for Open Data Policies

Compiled by the Sunlight Foundation
Version 2 | August 2013

Introduction

The Sunlight Foundation created this living document to present a broad vision of the kinds of
challenges that open data policies can actively address.

A few general notes: Although some provisions may carry more importance or heft than others,
these Guidelines are not ranked in order of priority, but organized to help define What Data
Should be Public, How to Make Data Public, and How to Implement Policy -- three key elements
of any legislation, executive order, or other policy seeking to include language about open data.
Further, it's worth repeating that these provisions are only a guide. As such, they do not address
every question one should consider in preparing a policy. Instead, these provisions attempt to
answer the specific question: What can or should an open data policy do?

Index

What Data Should Be Public (Page 2)
1. Set the default to open
2. Reference and build on existing public accountability and access policies
3. Mandate the release of specific new information
4. Stipulate that provisions apply to contractors or quasi-governmental agencies
5. Appropriately safeguard sensitive information
6. Require exemptions to data release be balance-tested in the public interest
7. Require code sharing or publishing open source

How To Make Data Public (Page 7)
8. Mandate open formats for government data
9. Require public information to be posted online
10. Remove restrictions for accessing information
11. Remove restrictions on reuse of information
12. Require publishing metadata or other documentation
13. Mandate the use of unique identifiers
14. Require digitization and distribution of archival materials



15. Create a portal or website devoted to data publication or policy

16. Publish bulk data

17. Create public APIs for accessing information

18. Mandate electronic filing

19. Mandate ongoing data publication and updates

20. Create permanent, lasting access to data

21. Build on the values, goals, and mission of the community and government

How To Implement Policy (Page 16)
22. Create or appoint oversight authority
23. Create binding regulations or guidance for implementation
24. Create new legal rights or other mechanisms
25. Incorporate public perspectives into policy implementation
26. Set appropriately ambitious timelines for implementation
27. Create processes to ensure data quality
28. Create a public, comprehensive list of all information holdings
29. Ensure sufficient funding for implementation
30. Tie contract awards to transparency requirements for new systems
31. Create or explore potential public/private partnerships
32. Mandate future review for potential changes to this policy

What Data Should Be Public

1. Set the default to open

Most public records systems, including the Freedom of Information Act itself, are systems of
reactive disclosure -- meaning that a question has to be asked before an answer given; public
information requested, before it is disclosed.

Proactive disclosure is the opposite. Proactive disclosure is the release of public information --
online and in open formats (see Provisions 8 and 9) -- before it is asked for. This is no simple
task, but, in a way, it's what all “open data” is aiming to accomplish. Setting the default to open
means that the government and parties acting on its behalf will make public information available
proactively and that they’ll put that information within reach of the public (online), with low to no
barriers for its reuse and consumption. Open formats may help us maximize on the value we

can extract from certain kinds of public data today, but to ensure that data publishing is
sustained and, in fact, made easier over time, we need to reset the default for how data is
released and disclosed.



Setting the default to open is about living up to the potential of our information, about looking at
comprehensive information management, and making determinations that fall in the public
interest. It's about purely practical government improvements, too, and taking steps that not only
keep government systems up to date, but ensure that we have the foresight to survive changes
in technology that we can’t predict.

Usually, for information to be defined as public, important restrictions have already been applied.
Therefore, policy language can be used to outline that “all public data and information must be
considered open and accessible.” Whether listed as part of a statement of intent (as Austin
Texas' does; a concept explored more in Provision 21), as direction to a new oversight authority
(Provision 22), or as the underlying aim of new data guidance (Provision 20), openness by
default is a critical tool in crafting open data policies that are both ambitious and sustainable.

SAMPLE LANGUAGE

Austin, Texas cites the concept of "open by default" in a WHEREAS clause noting
that

"Open Data, proactively disclosing City data, is the foundation of Open Government, is
consistent with citizens' right to public information" and has benefits to government

service delivery.

http://www.ci.austin.tx.us/edims/document.cfim?id=161941

2. Reference and build on existing public accountability and access policies.

Open data policies should be informed by provisions that are already on the books as, in most
cases, they are a natural extension of existing laws, executive orders, and other policies that
defend and establish public access and/or define standards for information quality, disclosure,
and publishing. Pre-existing provisions in accountability policies are commonly found in open
meetings acts, open records acts, ethics protections, campaign finance regulation, and lobbying
disclosure laws, to name a few. Building on precedent from these policies and others, as
applicable, can both help strengthen new open data requirements and inform where policy
updates or revisions are necessary that an open data policy can address. Madison, Wisconsin
for example, bases its definition of "public data" on both Wisconsin's state and Madison's local
public records laws and ordinances in its open data policy?.

' Austin, Texas Open Data Resolution, http://www.ci.austin.tx.us/edims/document.cfm?id=161941

2 Madison, Wisconsin Open Data Policy,
http://madison.legistar.com/ViewReport.ashx?M=R&N=Text&GID=205&ID=1201083&GUID=2EC21911-798D-4499-BFAF-96BDACB
CD8C7&Title=Legislation+Text
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SAMPLE LANGUAGE

Although the provision goes on to define overreaching exemptions to data
release which could have a negative impact, Madison, Wisconsin demonstrates
how to use existing public records laws to help reinforce public data.

"Public data set" means a comprehensive collection of interrelated data that is available
for inspection by the public in accordance with any provision of the Wisconsin Public
Records Laws (Wis. Stats. §§ 19.31-19.37) and the Madison Public Records Ordinance
(Sec. 3.70, MGO) and is maintained on a computer system by, or on behalf of, an
agency.

http://madison.legistar.com/ViewReport.ashx?M=R&N=Text&GID=205&ID=1201083&GU
ID=2EC21911-798D-4499-BFAF-96BDACBCD8C7&Title=Legislation+Text

3. Mandate the release of specific new information

Open data laws provide an opportunity not just to update and improve access to information that
is already open and/or public, but to specify that new data sets and records to be published.

Specific mandates can be made about a variety of kinds of data -- information ranging from
transportation data to lobbying registration databases to the video and audio of public meetings --
though careful consideration should be given to the language used to describe what information
is affected. Descriptive phrases such as “high-value” or “high priority”, when used without
direction or indication of how to assign value or priority, can open up loopholes that slow or
prevent the release of information desired by the public.

It is important, therefore, that the scope of this provision be clearly defined. As with other
provisions listed here, the scope can be broad or narrow, but to provide not only clarity but
executable strength, the provision’s scope should be explicitly defined, the limitations noted, and
key agencies, committees or other relevant agents identified. Similarly, policies should be
specific about what “new” data can mean: In some instances, this provision can be used to
require that that new data be created, collected and released for the first time. In others (or, in
addition), it could define the identification of existing data sets and (newly) mandate their release.
That was Utah’s approach. In the state’s 2013 open data policy (SB283%), Utah required the
identification of information that is not online and a process, including a timeline, for making that
information available online. A 2006 memorandum in Washington. DC* took a narrower

3 Utah Open Data Policy, http://le.utah.gov/~2013/bills/sbillenr/SB0283.pdf
4 Washington, DC Open Data Policy,
http://www.scribd.com/fullscreen/26442622?access_key=key-20rfsh26eu0ob66xIbmu
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http://www.google.com/url?q=http%3A%2F%2Fle.utah.gov%2F~2013%2Fbills%2Fsbillenr%2FSB0283.pdf&sa=D&sntz=1&usg=AFQjCNG6N4mLViJfglZiT8T7cCd9Umvw6Q
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approach, listing specific data sets (i.e. registered vacant properties and crime incidents) and
timelines for release.

Other provisions noted on this page address how to bring the public into the process of
determining how data sets can be prioritized for release.

4. Stipulate that provisions apply to contractors or quasi-governmental
agencies

The government often uses third party entities or contractors to handle, research, or generate
government information, and the use of outside services should not necessitate sacrificing
important public protections. Chicago, for example, specifically directs its chief data officer to
work with the chief procurement officer to develop contract provisions to promote open data
standards in technology-related procurements in its 2012 open data policy®.

Similarly, these public protections should generally apply to quasi-governmental agencies and
other similar actors, such as multi-state agencies, government-sponsored entities,
publicly-funded universities, and self-regulatory organizations (like FINRA®).

SAMPLE LANGUAGE

Chicago, lllinois has a specific provision about “Technology-Related
Procurements.”

The chief data officer shall work with the chief procurement officer to develop contract
provisions to promote open data policies in technology-related procurements. These
provisions shall promote the City’s open data policies, including, where appropriate,
requirements to post data on data.cityofchicago.org or to make data available through
other means.

http://www.cityofchicago.org/city/en/narr/foia/open data executiveorder.html

5. Appropriately safeguard sensitive information

5 Chicago Open Data Executive Order,
http://www.cityofchicago.org/city/en/narr/foia/open_data_executiveorder.html
& FINRA: Open data not on the table, Nancy Watzman, Sunlight Foundation,
http://reporting.sunlightfoundation.com/2012/Finra_open_data/
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Open data policy should be complementary to pre-existing legislation and directives about
access to public information (see Provision 2 for more details), which means taking into
consideration pre-existing protections for sensitive information for privacy, security, or other
reasons. While these protections should be upheld, careful thought should be given to the
language used to describe what (if any) additional information will be exempt from the policy, as
overbroad terms can create loopholes that undermine the soundness of provisions requiring
openness. For example, in a 2006 memorandum’, Washington, DC, required the identification of
information that should be designated private on account of law or other privacy reasons, but
also requires agencies specify how the information can be aggregated, generalized, or otherwise
de-identified so it can be made public. Utah’s 2013 open data policy® simply notes that disclosure
of public information should appropriately safeguard "sensitive information."

6. Require exemptions to data release be balance-tested in the public interest

Exemptions to disclosure are a necessary component of many transparency requirements.
Unfortunately, these exemptions are often crafted as blanket categories for entire types of
information, without consideration for competing interests. Valid privacy and security concerns
should be addressed through provisions that recognize the public interest in determining whether
information will be disclosed or not. For example, rather than saying “information relating to X
topic is exempt from disclosure”, provisions should require that “information relating to X topic is
exempt from disclosure if the potential for harm outweighs the public interest their disclosure.”
Public interest here does not mean public attention, but instead refers to interests like
democratic accountability, justice, and effective oversight. There are some examples of broad
approaches to this. Utah's 2013 open data policy® notes that factors "in favor of excluding public
information from an information website" will be balanced against the public interest in having the
information available online. San Francisco. California'® balances privacy concerns against the
"benefits of open data."

7. Require code sharing or publishing open source

Not only the data, but the code used to create government websites, portals, tools, and other
online resources can provide further benefits, as valuable open data itself. Governments should
employ open source solutions whenever possible to enable sharing and make the most out of

7 Washington, DC Open Data Policy,
http://www.scribd.com/fullscreen/26442622?access_key=key-20rfsh26eu0ob66xIbmu

8 Utah Open Data Policy, http://le.utah.gov/~2013/bills/sbillenr/SB0283.pdf

® Utah Open Data Policy, http://le.utah.gov/~2013/bills/sbillenr/SB0283.pdf

19 San Francisco Open Data Policy,
http://sfbos.org/ftp/uploadedfiles/bdsupvrs/committees/materials/gaoc_032813_121017.pdf
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these benefits. The Consumer Finance Protection Bureau (CFPB) began publishing open code
on the social code site GitHub in 2012, citing that doing so helped them fulfill the mission of their
agency and facilitated their technical work. (More information is available in the announcement
blogpost on the CFPB’s website."")

How to Make Data Public

8. Mandate open formats for government data

The utility, quality, and permanence of information depends on the format in which it's published.
“Open” formats are considered best practice by technology and transparency communities
because of their versatility: To quote Josh Tauberer', open formats “tend to promote a wide
range of uses, backward and forward compatibility, and an independence from short-term
commercial interests”. In other words, these formats are machine-readable (structured), serve
searchable, sortable data, and tend to be non-proprietary and/or implemented in open source
software. When combined with appropriate methods of distribution, these traits maximize the
degree of access, use, and quality of published information. This degree of access and
interaction allows citizens and government alike to get the most out of the data.

Specific open data formats include JSON, CSV, and XML (for data sets), and HTML and plain
text (which are only semi-structured, but can provide more flexibility for documents). The Open
States Project™ has explored how these formats relate to legislative data in more detail here™.
More details about file formats can be found in the Open Knowledge Foundation’s Open Data
Handbook', Josh Tauberer's Open Data is Civic Capital'®, the 8 Open Government Data
Principles'’, the 10 Open Government Data Principles®, and The Power of Information' report.

Open format provisions can be broad or specific in scope. More broadly defined provisions (such
as those that call for the release of “open data” with no definition) are generally hard to enforce,

" The CFPB's source code policy: open and shared, Matthew Burton,
http://www.consumerfinance.gov/blog/the-cfpbs-source-code-policy-open-and-shared/

2 Open Data is Civic Capital: Best Practices for "Open Government Data," Josh Tauberer,
http://razor.occams.info/pubdocs/opendataciviccapital.html#bestprac

'3 Open States Project, http://openstates.org/

* Open States Project Best Practices Wiki, https://code.google.com/p/openstates/wiki/StateBestPractices
® Open Data Handbook File Formats Overview, http://opendatahandbook.org/en/appendices/file-formats.html
'® Open Data is Civic Capital: Why Data Formats Matter, Josh Tauberer,
http://razor.occams.info/pubdocs/opendataciviccapital.html#format

7.8 Open Government Data Principles, Public.Resource.Org, https://public.resource.org/8_principles.html
'8 Ten Principles for Opening Up Government Information, Sunlight Foundation,
http://sunlightfoundation.com/policy/documents/ten-open-data-principles/

' The Power of Information, Ed Mayo and Tom Steinberg,
http://www.opsi.gov.uk/advice/poi/power-of-information-review. pdf
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http://www.google.com/url?q=http%3A%2F%2Fopendatahandbook.org%2Fen%2Fappendices%2Ffile-formats.html&sa=D&sntz=1&usg=AFQjCNEbnyX_3Qw4lXq6ZPMMqMfUDeN2-w
http://www.google.com/url?q=http%3A%2F%2Fopendatahandbook.org%2Fen%2Fappendices%2Ffile-formats.html&sa=D&sntz=1&usg=AFQjCNEbnyX_3Qw4lXq6ZPMMqMfUDeN2-w
http://www.google.com/url?q=http%3A%2F%2Frazor.occams.info%2Fpubdocs%2Fopendataciviccapital.html%23format&sa=D&sntz=1&usg=AFQjCNGgIkJSHuaEnyk7H4NAgv9QSnmxLA
https://www.google.com/url?q=https%3A%2F%2Fpublic.resource.org%2F8_principles.html&sa=D&sntz=1&usg=AFQjCNHaOex3df4aB6rnFRsA_s0M_DxiQQ
https://www.google.com/url?q=https%3A%2F%2Fpublic.resource.org%2F8_principles.html&sa=D&sntz=1&usg=AFQjCNHaOex3df4aB6rnFRsA_s0M_DxiQQ
http://www.google.com/url?q=http%3A%2F%2Fsunlightfoundation.com%2Fpolicy%2Fdocuments%2Ften-open-data-principles%2F&sa=D&sntz=1&usg=AFQjCNHLID8-T4pXbNNykRm9k5c3u597sg
http://www.google.com/url?q=http%3A%2F%2Fwww.opsi.gov.uk%2Fadvice%2Fpoi%2Fpower-of-information-review.pdf&sa=D&sntz=1&usg=AFQjCNFkLNL6hxalS2_AE_ZRhYkZzcumuw
http://www.google.com/url?q=http%3A%2F%2Fwww.consumerfinance.gov%2Fblog%2Fthe-cfpbs-source-code-policy-open-and-shared%2F&sa=D&sntz=1&usg=AFQjCNEJ-djUWjRaPyFB18HXitLdZiBcqw
http://www.google.com/url?q=http%3A%2F%2Frazor.occams.info%2Fpubdocs%2Fopendataciviccapital.html%23bestprac&sa=D&sntz=1&usg=AFQjCNHSQyknHaNh6aukkS-s4iBm-6ZUhw
http://www.google.com/url?q=http%3A%2F%2Fopenstates.org%2F&sa=D&sntz=1&usg=AFQjCNFc_DaxF1B41TLFPTTakOCSqEQy6g
https://code.google.com/p/openstates/wiki/StateBestPractices
http://www.google.com/url?q=http%3A%2F%2Fopendatahandbook.org%2Fen%2Fappendices%2Ffile-formats.html&sa=D&sntz=1&usg=AFQjCNEbnyX_3Qw4lXq6ZPMMqMfUDeN2-w
http://www.google.com/url?q=http%3A%2F%2Frazor.occams.info%2Fpubdocs%2Fopendataciviccapital.html%23format&sa=D&sntz=1&usg=AFQjCNGgIkJSHuaEnyk7H4NAgv9QSnmxLA
https://www.google.com/url?q=https%3A%2F%2Fpublic.resource.org%2F8_principles.html&sa=D&sntz=1&usg=AFQjCNHaOex3df4aB6rnFRsA_s0M_DxiQQ
http://www.google.com/url?q=http%3A%2F%2Fsunlightfoundation.com%2Fpolicy%2Fdocuments%2Ften-open-data-principles%2F&sa=D&sntz=1&usg=AFQjCNHLID8-T4pXbNNykRm9k5c3u597sg
http://www.google.com/url?q=http%3A%2F%2Fwww.opsi.gov.uk%2Fadvice%2Fpoi%2Fpower-of-information-review.pdf&sa=D&sntz=1&usg=AFQjCNFkLNL6hxalS2_AE_ZRhYkZzcumuw

but can still be helpful as statements of general policy. Provisions that use more specific wording
(e.g. those that define both specific data sets and the formats that they’ll be released in) are
more likely to cause meaningful change but take more effort to craft.

It should be noted that in this context, data refers broadly to information published in electronic
formats. By this definition, data can include a variety of databases, analytics, documents,
transcripts, and audio and video recordings. Although each of these examples represent different
kinds of data, each can be published in an open format. Portland's 2009 open data policy?, for
example, directs the development of a strategy to adopt prevailing open standards for data,
documents, maps, and other formats of media.

SAMPLE LANGUAGE

A simple, but strong, top-level definition of open formats could include the
following two provisions.

[Data shall] be published in a non-proprietary, searchable, sortable,
platform-independent, machine-readable format;

Any data reporting standards designated under this subsection shall be capable of being
continually upgraded as necessary.

9. Require public information to be posted online

The government makes tremendous amounts of information available to the public, but only a
small subset is available on the Internet, even as more and more people look online first to find
these records. To close this gap, public information should be published online in a timely
fashion subject only to common-sense exceptions (such as redacting personally identifiable
information in certain contexts). Online publication can be enhanced by the creation of a specific
webpage or data portal (see Provision 15) but to ensure sustainability of public access, it is
important that the data not be tied to the existence of any one webpage or portal. Webpages and
portals are good vehicles for public distribution, but the goal of this provision is to shift the
foundation of public access to information more broadly so that it can be sustained even as
technology and our use of online services change over time. The "Public Online Information Act"
has been introduced on the federal level?! to require public information to be available online.

SAMPLE LANGUAGE

2 Portland, Oregon Open Data Policy, http://www.portlandonline.com/shared/cfm/image.cfm?id=275696
2! The Public Online Information Act, Sunlight Foundation, http://sunlightfoundation.com/policy/poia/



http://www.google.com/url?q=http%3A%2F%2Fwww.portlandonline.com%2Fshared%2Fcfm%2Fimage.cfm%3Fid%3D275696&sa=D&sntz=1&usg=AFQjCNFbIMrVT8YLTALuxBfAFNIddY7ssQ
http://www.google.com/url?q=http%3A%2F%2Fsunlightfoundation.com%2Fpolicy%2Fpoia%2F&sa=D&sntz=1&usg=AFQjCNE2t32QSIHiDHOYzxO63Gyno0h2uw
http://www.google.com/url?q=http%3A%2F%2Fwww.portlandonline.com%2Fshared%2Fcfm%2Fimage.cfm%3Fid%3D275696&sa=D&sntz=1&usg=AFQjCNFbIMrVT8YLTALuxBfAFNIddY7ssQ
http://www.google.com/url?q=http%3A%2F%2Fsunlightfoundation.com%2Fpolicy%2Fpoia%2F&sa=D&sntz=1&usg=AFQjCNE2t32QSIHiDHOYzxO63Gyno0h2uw

Utah both has provision specific to an “information website” or portal, but also
makes online publishing itself a goal.

[The Transparency Advisory Board shall determine ‘gquidance that will make
recommendations about how to make public information more readily available to the
public’, including]

the identification of public information not currently made available online and the
implementation of a process, including a timeline and benchmarks, for making that public

information available online

http://le.utah.gov/~2013/bills/sbillenr/SB0283.pdf

10. Remove restrictions for accessing information

Open data that is out of reach of the public is hardly open. To provide truly open access, you
must provide both the right to reuse government information (explored in Provision 11) and
remove arbitrary technical restrictions, such as registration requirements, access fees, and
usage limitations, among others. Whether these technical restrictions have been specifically put
in place (i.e. access fees) or are the accidental result of the choice of data format or software
(i.e. usage limits or copyright restrictions), it is appropriate for an open data policy to address
and remove these barriers to access. The aim should be to be to provide broad,
non-discriminatory, free access to data so that any person can access information at any time
without having to identify him/herself or provide any justification for doing so. More detailed
exploration of these limitations can be found in Josh Tauberer's Open Data is Civic Capital: Best

Practices for “Open Government Data”??.

11. Remove restrictions on reuse of information

Most restrictions on the reuse of government information serve no purpose but to restrict the
public value of important information. If information is to be truly public, there should be no
license-related barrier to the public’s interaction with or use of that information. Outside of data
legally exempted from public use or access because of privacy or security restrictions (see
Provisions 5 and 6), to be completely “open,” public government information should be released
completely into the public domain and clearly labeled as such. At a minimum, licenses that grant
the right to use, download, and reproduce government data can be applied. The fewer

22 Open Data is Civic Capital: Why Data Formats Matter, Josh Tauberer,
http://razor.occams.info/pubdocs/opendataciviccapital.html#format



http://www.google.com/url?q=http%3A%2F%2Fle.utah.gov%2F~2013%2Fbills%2Fsbillenr%2FSB0283.pdf&sa=D&sntz=1&usg=AFQjCNG6N4mLViJfglZiT8T7cCd9Umvw6Q
http://www.google.com/url?q=http%3A%2F%2Frazor.occams.info%2Fpubdocs%2Fopendataciviccapital.html%23format&sa=D&sntz=1&usg=AFQjCNGgIkJSHuaEnyk7H4NAgv9QSnmxLA
http://www.google.com/url?q=http%3A%2F%2Frazor.occams.info%2Fpubdocs%2Fopendataciviccapital.html%23format&sa=D&sntz=1&usg=AFQjCNGgIkJSHuaEnyk7H4NAgv9QSnmxLA
http://www.google.com/url?q=http%3A%2F%2Frazor.occams.info%2Fpubdocs%2Fopendataciviccapital.html%23format&sa=D&sntz=1&usg=AFQjCNGgIkJSHuaEnyk7H4NAgv9QSnmxLA

restrictions the better. Opening data into the public domain (or at least explicitly into free public
use) removes arbitrary barriers to information access (more explored in Provision 7), helps
disseminate knowledge, aids in data preservation, promotes civic engagement and
entrepreneurial activity, and extends the longevity of the technological investments used to open
information in the first place.

The state of Utah required that recommendations for data disclosure and format selection will
remove restrictions on the reuse of public information in their 2013 open data law®. In 2012, New
Hampshire®* passed a bill that required its data to be made license-free, meaning "not subject to
any copyright, patent, trademark, or trade secret regulation," and goes on to elaborate even
further.

12. Require publishing metadata or other documentation

Metadata and other documentation about the data provided by the government can be useful to
the public and government alike. Notations such as these both add potentially helpful context
about the data’s creation that will aid in the public’s use of that information and support archival
and data quality efforts. The Open Data White Paper® released by the UK’s Ministers of State for
the Cabinet Office and Paymaster General in June 2012 notes that the UK data portal
www.data.gov.uk already includes “basic metadata about all its data sets, including timing and
geographical scope” as well as “a link to a departmentally supplied description of the data and
details of a contact point within the department who data users can ask for further details” (2.46,
Principle 14?¢). Madison, Wisconsin's open data policy directs public data sets to include
metadata®” and to make it available to the public through the web portal.

13. Mandate the use of unique identifiers

Unique identifiers within data sets empower analysis and reuse by allowing disparate data sets
to be combined and to help data to more be more carefully mapped to real-world entities.
Without unique identifiers, some analyses can become difficult or impossible, since similar
names may or may not refer to the same entities. Importantly, identifiers should be

2 Utah Open Data Policy, http://le.utah.gov/~2013/bills/sbillenr/SB0283.pdf

% New Hampshire Open Data Policy, http://www.nhliberty.org/bills/view/2012/HB418

% UK Open Data White Paper,
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/78946/CM8353 _acc.pdf

% UK Open Data White Paper,
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/78946/CM8353 acc.pdf

27 Madison, Wisconsin Open Data Policy,
http://madison.legistar.com/ViewReport.ashx?M=R&N=Text&GID=205&ID=1201083&GUID=2EC21911-798
D-4499-BFAF-96BDACBCD8C7&Title=Legislation+Text
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http://www.google.com/url?q=http%3A%2F%2Fle.utah.gov%2F~2013%2Fbills%2Fsbillenr%2FSB0283.pdf&sa=D&sntz=1&usg=AFQjCNG6N4mLViJfglZiT8T7cCd9Umvw6Q
http://www.google.com/url?q=http%3A%2F%2Fwww.nhliberty.org%2Fbills%2Fview%2F2012%2FHB418&sa=D&sntz=1&usg=AFQjCNFcFuyT4Xl_k7HiXzn5gFzxHkM4xQ
http://www.google.com/url?q=http%3A%2F%2Fwww.nhliberty.org%2Fbills%2Fview%2F2012%2FHB418&sa=D&sntz=1&usg=AFQjCNFcFuyT4Xl_k7HiXzn5gFzxHkM4xQ
http://www.google.com/url?q=http%3A%2F%2Fwww.cabinetoffice.gov.uk%2Fsites%2Fdefault%2Ffiles%2Fresources%2FCM8353_acc.pdf&sa=D&sntz=1&usg=AFQjCNGC6MQhR8A6Sr9WAKdq346-fTHMOA
http://www.google.com/url?q=http%3A%2F%2Fwww.data.gov.uk&sa=D&sntz=1&usg=AFQjCNHvxm3kWHJaVBoIf7Gb38xNUBMZ_A
http://www.google.com/url?q=http%3A%2F%2Fwww.cabinetoffice.gov.uk%2Fsites%2Fdefault%2Ffiles%2Fresources%2FCM8353_acc.pdf&sa=D&sntz=1&usg=AFQjCNGC6MQhR8A6Sr9WAKdq346-fTHMOA
http://www.google.com/url?q=http%3A%2F%2Fwww.cabinetoffice.gov.uk%2Fsites%2Fdefault%2Ffiles%2Fresources%2FCM8353_acc.pdf&sa=D&sntz=1&usg=AFQjCNGC6MQhR8A6Sr9WAKdq346-fTHMOA
http://www.google.com/url?q=http%3A%2F%2Fmadison.legistar.com%2FViewReport.ashx%3FM%3DR%26N%3DText%26GID%3D205%26ID%3D1201083%26GUID%3D2EC21911-798D-4499-BFAF-96BDACBCD8C7%26Title%3DLegislation%2BText&sa=D&sntz=1&usg=AFQjCNGxDPBYlfyxzxdm_OmEzPny-2Qd1g
http://www.google.com/url?q=http%3A%2F%2Fmadison.legistar.com%2FViewReport.ashx%3FM%3DR%26N%3DText%26GID%3D205%26ID%3D1201083%26GUID%3D2EC21911-798D-4499-BFAF-96BDACBCD8C7%26Title%3DLegislation%2BText&sa=D&sntz=1&usg=AFQjCNGxDPBYlfyxzxdm_OmEzPny-2Qd1g
http://www.google.com/url?q=http%3A%2F%2Fle.utah.gov%2F~2013%2Fbills%2Fsbillenr%2FSB0283.pdf&sa=D&sntz=1&usg=AFQjCNG6N4mLViJfglZiT8T7cCd9Umvw6Q
http://www.google.com/url?q=http%3A%2F%2Fwww.nhliberty.org%2Fbills%2Fview%2F2012%2FHB418&sa=D&sntz=1&usg=AFQjCNFcFuyT4Xl_k7HiXzn5gFzxHkM4xQ
https://www.google.com/url?q=https%3A%2F%2Fwww.gov.uk%2Fgovernment%2Fuploads%2Fsystem%2Fuploads%2Fattachment_data%2Ffile%2F78946%2FCM8353_acc.pdf&sa=D&sntz=1&usg=AFQjCNG0qOOaTSpOhJ1l4ry8Crx-_AM4HQ
https://www.google.com/url?q=https%3A%2F%2Fwww.gov.uk%2Fgovernment%2Fuploads%2Fsystem%2Fuploads%2Fattachment_data%2Ffile%2F78946%2FCM8353_acc.pdf&sa=D&sntz=1&usg=AFQjCNG0qOOaTSpOhJ1l4ry8Crx-_AM4HQ
http://www.google.com/url?q=http%3A%2F%2Fmadison.legistar.com%2FViewReport.ashx%3FM%3DR%26N%3DText%26GID%3D205%26ID%3D1201083%26GUID%3D2EC21911-798D-4499-BFAF-96BDACBCD8C7%26Title%3DLegislation%2BText&sa=D&sntz=1&usg=AFQjCNGxDPBYlfyxzxdm_OmEzPny-2Qd1g
http://www.google.com/url?q=http%3A%2F%2Fmadison.legistar.com%2FViewReport.ashx%3FM%3DR%26N%3DText%26GID%3D205%26ID%3D1201083%26GUID%3D2EC21911-798D-4499-BFAF-96BDACBCD8C7%26Title%3DLegislation%2BText&sa=D&sntz=1&usg=AFQjCNGxDPBYlfyxzxdm_OmEzPny-2Qd1g

non-proprietary and public. Unique Identifiers are often required for lobbying disclosures®, for
example. See also this list of extensive resources® about the need for unique identifiers for
corporate entities.

14. Require digitization and distribution of archival materials

Open data policies can address not only information currently or soon to be available in an
electronic format, but also undigitized archival material. See for example Vancouver’s Open Data
motion®, which critically notes not only the importance of thoughtful digitization of archival
information but the imperative to release this data to the public, ideally eventually in the same
formats and in the same locations as modern data.

15. Create a portal or website devoted to data publication or policy

Data portals and similar websites can facilitate the distribution of open data by providing an
easy-to-access, searchable hub for multiple data sets. At their best, these portals or hubs
promote interaction with and reuse of open data (see the note about bulk data in Provision 16)
and provide documentation for the use of information (see Provision 12). Portals can be
generalized (e.g. an “open data portal”, like Data.gov) or specific (e.g. a spending or ethics
portal, like Colorado’s TRACER?®"), and can vary in terms of their sophistication.

Chicago®, lllinois, and New York® state's open data policies require data to be shared on
specific sites, like data.cityofchicago.org and data.ny.gov, or a successor website still
maintained by or on behalf of the government.

Portals and other related websites also provide governments with the opportunity to go into detail
about issues and policies related to its commitment to openness and transparency. NASA
details their open government and data activities on http://www.nasa.gov/open/ as part of their
compliance with the White House’s Open Government Initiative. Austin, Texas also keeps a

2 A State by State Look at Lobbyist Disclosure, Eric Dunn, Sunlight Foundation,
http://sunlightfoundation.com/blog/2011/07/19/a-state-by-state-look-at-lobbyist-disclosure/

2 Six Degrees of Corporations, Sunlight Foundation, http://sunlightfoundation.com/sixdegrees/resources/
30 Vancouver Open Data Motion,
http://former.vancouver.ca/ctyclerk/cclerk//20090519/documents/motionb2.pdf

31 Colorado TRACER Campaign Finance Disclosure Website,
http://tracer.sos.colorado.gov/PublicSite/homepage.aspx

32 Chicago Open Data Executive Order,
http://www.cityofchicago.org/city/en/narr/foia/open_data_executiveorder.html

33 New York Open Data Policy, http://www.governor.ny.gov/executiveorder/95
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http://www.google.com/url?q=http%3A%2F%2Fsunlightfoundation.com%2Fblog%2F2011%2F07%2F19%2Fa-state-by-state-look-at-lobbyist-disclosure%2F&sa=D&sntz=1&usg=AFQjCNFFNrEUGxtyulYEvFKK0StXh7u4BA
http://www.google.com/url?q=http%3A%2F%2Fsunlightfoundation.com%2Fsixdegrees%2Fresources%2F&sa=D&sntz=1&usg=AFQjCNEUGjT79CyJGST-NiUQYbYB-oiuIA
http://www.google.com/url?q=http%3A%2F%2Fvancouver.ca%2Fctyclerk%2Fcclerk%2F20090519%2Fdocuments%2Fmotionb2.pdf&sa=D&sntz=1&usg=AFQjCNErIlNbSGSGd9TkI0q2UQuvDD_Fyg
http://www.google.com/url?q=http%3A%2F%2Fvancouver.ca%2Fctyclerk%2Fcclerk%2F20090519%2Fdocuments%2Fmotionb2.pdf&sa=D&sntz=1&usg=AFQjCNErIlNbSGSGd9TkI0q2UQuvDD_Fyg
http://www.google.com/url?q=http%3A%2F%2Ftracer.sos.colorado.gov%2FPublicSite%2Fhomepage.aspx&sa=D&sntz=1&usg=AFQjCNGemkm2dnPqH0jBj59EQ98GvFt9lg
http://www.google.com/url?q=http%3A%2F%2Fwww.cityofchicago.org%2Fcity%2Fen%2Fnarr%2Ffoia%2Fopen_data_executiveorder.html&sa=D&sntz=1&usg=AFQjCNGz3x0H33NHbHDfIBZm1M4DiReIxw
http://www.google.com/url?q=http%3A%2F%2Fwww.governor.ny.gov%2Fexecutiveorder%2F95&sa=D&sntz=1&usg=AFQjCNGcjBQXVaBqfHIU7BJO7agRAHo1eg
http://www.google.com/url?q=http%3A%2F%2Fwww.nasa.gov%2Fopen%2F&sa=D&sntz=1&usg=AFQjCNGCL-k6aTnQYHVgoo7SAPpm7NnMGQ
http://www.google.com/url?q=http%3A%2F%2Fsunlightfoundation.com%2Fblog%2F2011%2F07%2F19%2Fa-state-by-state-look-at-lobbyist-disclosure%2F&sa=D&sntz=1&usg=AFQjCNFFNrEUGxtyulYEvFKK0StXh7u4BA
http://www.google.com/url?q=http%3A%2F%2Fsunlightfoundation.com%2Fsixdegrees%2Fresources%2F&sa=D&sntz=1&usg=AFQjCNEUGjT79CyJGST-NiUQYbYB-oiuIA
http://www.google.com/url?q=http%3A%2F%2Fformer.vancouver.ca%2Fctyclerk%2Fcclerk%2F%2F20090519%2Fdocuments%2Fmotionb2.pdf&sa=D&sntz=1&usg=AFQjCNGhsNQcc6qO3MEb7ixYh8arOJbP0g
http://www.google.com/url?q=http%3A%2F%2Ftracer.sos.colorado.gov%2FPublicSite%2Fhomepage.aspx&sa=D&sntz=1&usg=AFQjCNGemkm2dnPqH0jBj59EQ98GvFt9lg
http://www.google.com/url?q=http%3A%2F%2Fwww.cityofchicago.org%2Fcity%2Fen%2Fnarr%2Ffoia%2Fopen_data_executiveorder.html&sa=D&sntz=1&usg=AFQjCNGz3x0H33NHbHDfIBZm1M4DiReIxw
http://www.google.com/url?q=http%3A%2F%2Fwww.governor.ny.gov%2Fexecutiveorder%2F95&sa=D&sntz=1&usg=AFQjCNGcjBQXVaBqfHIU7BJO7agRAHo1eg

top-level website, AustinG02.0*, as a hub for public communication and access to the city’s
ongoing open government-related activities and uses this platform to guide residents to their data

portal®.

To facilitate their “findability” these websites (and others) should be allowed to be indexed and
searched by third parties (such as search engines).

SAMPLE LANGUAGE

New York state’s 2013 policy created an “Open Data Website” and outlines steps
to make it sustainable and comprehensive.

An online Open Data Website for the collection and public dissemination of Publishable
State data, and, to the extent feasible, reports is hereby established. The Open Data
Website shall be maintained at data.ny.gov or such other successor website maintained
by, or on behalf of, the State, as deemed appropriate by the New York State Office of
Information Technology Services in consultation with the Governor’s Office and Data
Working Group established below. The Open Data Website will provide “single-stop”
access to Publishable State data that is owned, controlled, collected or otherwise
maintained by covered State entities as defined herein and, to the extent feasible, reports
of such covered State entities.

http://www.governor.ny.gov/executiveorder/95

16. Publish bulk data

Bulk access is a simple, but effective means of publishing data sets in full, giving the public the
ability to download all of the information stored in a database at once. This is a step beyond
simply making select data sets or search results available for download or export, and is critical
for supporting the maximal reuse and analysis of data. Whether offered as a feature of a data
portal or even as a simple “click to download” button on a government agency webpage
describing or displaying information, bulk access to information is often one of the simplest and
most direct steps a government entity can take to share information with the public. Many states,
like Arkansas and Kentucky, allow for “authorized subscribers” to download records in bulk from
different departments, but bulk data should ideally be made available to the public at large without
restrictions to access (see Provision 10), as Utah* calls for in its 2013 open data policy. Daniel
Schuman and Eric Mill explore bulk data further as it relates to legislative data and the federal

34 Austin Government Online, http://austintexas.gov/austingo2.0
3 Austin, Texas data portal, https://data.austintexas.gov/
36 Utah Open Data Policy, http://le.utah.gov/~2013/bills/sbillenr/SB0283.pdf
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THOMAS system in this blog post®.

17. Create public APIs for accessing information

Although bulk data (Provision 16) provides the most basic access to searching and retrieving
government data, government bodies can also develop APIs, or Application Programming
Interfaces, that allow third parties to automatically search, retrieve, or submit information directly
from databases online (see Josh Tauberer's Open Data is Civic Capital®®). Navigating
requirements for bulk data and APIs should be done in consultation with people with technical
expertise as well as likely users of the information. For a lengthier discussion of the benefits of
APls, see the recently developed Federal Web Policy®. For a slightly more critical take on APIs
(and their relationship to bulk data), see this post by Eric Mill of the Sunlight Foundation*.

18. Mandate electronic filing

Many existing disclosure requirements were created as inefficient, paper-based requirements
and should be updated to require online, electronic filing, as long as the filers can be reasonably
expected to have access to the necessary technology. Electronic filing requirements save
money, make real-time disclosure possible, and allow structured data to be created at the same
moment information is being filed, whereas paper filings only make reuse and analysis more
difficult.

This practice is currently in place in the United States Federal government, from the Federal
Election Commission*', where “electronic filing [is] the preferred method for committees to file
reports and statements” and in state governments. In 2012, Delaware passed a bill*? (SB 185)
mandating that all lobbyist registration and disclosure be filed electronically by default.

Electronic filing provisions can be broad or narrow, but more specific clauses can be useful to

37 Appropriators May Undercut Legislative Transparency, Daniel Schuman and Eric Mill, Sunlight
Foundation,
http://sunlightfoundation.com/blog/2012/05/30/appropriators-may-undercut-legislative-transparency/
% Open Data is Civic Capital: Best Practices for "Open Government Data," Josh Tauberer,
http://razor.occams.info/pubdocs/opendataciviccapital.html#bestprac

% U.S. Federal Web Policy,
http://www.whitehouse.gov/sites/default/files/omb/egov/digital-government/digital-government.html

40 Government: Do You Really Need an API?, Eric Mill, Sunlight Foundation,
http://sunlightfoundation.com/blog/2012/03/21/government-do-you-really-need-an-api/

41 Electronic Filing, Federal Election Commission, http://www.fec.gov/elecfil/electron.shtml

42 Delaware Senate Bill 185,

http://legis.delaware.gov/LI1S/lis146.nsf/vwL egislation/SB+185/$file/legis.html?open

13


http://www.google.com/url?q=http%3A%2F%2Fsunlightfoundation.com%2Fblog%2F2012%2F05%2F30%2Fappropriators-may-undercut-legislative-transparency%2F&sa=D&sntz=1&usg=AFQjCNGNHh-IsdguqvpdZpKdkbT5SBLQxw
http://www.google.com/url?q=http%3A%2F%2Frazor.occams.info%2Fpubdocs%2Fopendataciviccapital.html%23bestprac&sa=D&sntz=1&usg=AFQjCNHSQyknHaNh6aukkS-s4iBm-6ZUhw
http://www.google.com/url?q=http%3A%2F%2Fwww.whitehouse.gov%2Fsites%2Fdefault%2Ffiles%2Fomb%2Fegov%2Fdigital-government%2Fdigital-government.html&sa=D&sntz=1&usg=AFQjCNHfCCTdYFNL302GN1Q1ETeIItWKuQ
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http://www.google.com/url?q=http%3A%2F%2Fwww.fec.gov%2Felecfil%2Felectron.shtml&sa=D&sntz=1&usg=AFQjCNHBH646RENw5Jj990ZLJYBjABpAHQ
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ensure the completeness of the data captured and what to do if the online e-filing service is
down.

SAMPLE LANGUAGE

What follows is language for mandating electronic filing for campaign finance
reports, allow the language can be used more generally.

All campaign finance reports required to be filed with the Secretary of the State shall be
filed electronically using the electronic filing system developed by the secretary that is
consistent with the purpose of this article and in a manner that allows the public to review
such information.

A campaign finance report submitted electronically shall: (1) include the electronic
signatures of the treasurer or assistant treasurer of the political committee serving at the
time of the filing of the campaign finance report; (2) be published online in the Campaign
Finance Online Reporting portal or another designated publicly-accessible database
immediately; (3) be published in a widely accepted, non-proprietary, searchable,
platform-independent, machine-readable format;

19. Mandate ongoing data publication and updates

It is not enough to mandate the one-time release of information: Data is often created on an
ongoing basis and should be released the same way. A one-time release of data is in some
sense incomplete the minute additional information is generated, but not included in the
published set. Therefore, in order to ensure that the information published is as accurate and
useful as possible, specific requirements should be put in place to make sure that government
data is released as quickly as it is gathered and collected (in “real time”). Utah's Transparency
Advisory Board's*® processes call for continuous publication of and updates to public
information, for example. This kind of rapid publishing becomes less of a burden when combined
with others measures for online publishing, such as electronic filing (Provision 18), data portals
(Provision 15), and APIs (Provision 17). This was evident in the rational behind provisions in
Colorado legislation improving the state’s campaign finance database**. The bill, which passed
into law in 2007, set requirements that reports submitted to the state’s online system to be
“electronically filed...[and] made available immediately on the website.”

43 Utah Open Data Policy, http:/le.utah.gov/~2013/bills/sbillenr/SB0283.pdf
44 Colorado SB 07-259,
http://www.leqg.state.co.us/clics/clics2007a/csl.nsf/fsbillcont3/6611A31F8BAF456B872572C300557B0C?0ope

n&file=259 enr.pdf
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20. Create permanent, lasting access to data

Information released by the government should be sticky: Once released, it must remain
“findable” at a stable location or through archives in perpetuity. Although portals and websites
can be vehicles for accessing this data over the long term (see Provision 13), it is critical that the
data’s permanent release & accessibility is defined so as to apply to the data itself, not just the
means of access. Utah, for example, requires guidance to create "permanent, lasting, open
access to public information*®,” in addition to requirements about publishing on a
to-be-determined website.

Provisions relating to permanence can also be expanded to relate to updates, changes, or other
alterations to the data. For best use by the public, these changes should be documented to
include appropriate version-tracking and archiving over time (discussed in a little more detail in
Provision 12). These provisions should build on the strengths of existing records management
laws and procedures (see Provision 2).

21. Build on the values, goals, and mission of the community and government

Publishing data proactively and in open formats has many practical and normative implications
which can be noted and explored in the text of an open data policy. An explicit statement of
goals, values, or intention can help highlight the importance of open data and the release of
information for the particular political context in which the policy is being formed and executed,
and can be an important tool in bringing together support for the policy both internal and external
to government. Many policies touch on a broad range of values and goals that will be furthered by
allowing public access to government data, including greater government transparency, honesty,
accountability, efficiency, civic engagement, and economic growth. Other policies outline how
providing open data will support and expand specific employment and commerce opportunities,
internal and community innovation, and general public services provision.

For a detailed look at statements of intent already in use, see the Sunlight Foundation’s Open
Data Policy Comparison chart*®.

48 Utah Open Data Policy, http:/le.utah.gov/~2013/bills/sbillenr/SB0283.pdf

46 Open Data Policy Comparison: Best Practices, Sunlight Foundation,
https://docs.google.com/a/sunlightfoundation.com/spreadsheet/ccc?key=0Ap0CEAgs-R_odFcOQk1WNHdI
UDE3bUNVd1U3WUInblE#gid=0
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How to Implement Policy

22. Create or appoint oversight authority

Some questions may defy easy treatment in the process of creating an open data policy, so it’s
appropriate to define a single authority that can be empowered to resolve conflicts and ensure
compliance with new open data measures. Commonly, policies direct a pre-existing officer (i.e.
a chief technology or administrative officer) or a specific department to oversee execution and
compliance, although new positions and authorities can also be created. Utah, for example,
refurbished and completely redefined the composition of a Transparency Advisory Board*’ to
serve as the oversight authority for its 2013 open data policy, and the Recovery Act created a
Recovery Accountability and Transparency Board*® for similar oversight. Specifying an authority,
review board, or similar body is an important step to making sure that an open data policy can
actually be executed and provides a resource to address unforeseen hurdles in implementation.
New oversight bodies should conduct their work independently and publicly, and can be
bolstered by creating new regulations or guidance for implementation (Provision 23).

23. Create binding regulations or guidance for implementation

Open data policies should be practically aspirational, meaning that they should both define a
vision for why the policy is being implemented, but also be able to provide actionable steps for
the government and oversight authorities to follow to see the policy through to implementation.
Creating regulations or guidance can ensure a strong, reliable policy, and usually mean the
difference between policy passed for show versus policy passed for substance. Regulations
help make the work of oversight and implementation authorities possible. Several US cities, like
Chicago® and San Francisco®, use their open data policies to give their chief information officer
or chief data officers not only direction to oversee the implementation of technical standards for
new open data policies, but to determine compliance. Although the state of New Hampshire®'
doesn’t direct a single authority to take action in the same way, it does regulate that each state
agency to adopt and review the statewide information policy. The Dodd-Frank Financial Reform
bill empowers regulations to require public reporting of royalty payments made by the extractive
industry (see Section 1504°%). A similar approach is taken in the proposed DATA Act®.

47 Utah Open Data Policy: http:/le.utah.gov/~2013/bills/sbillenr/SB0283.pdf

48 The Recovery Accountability and Transparency Board,
http://www.recovery.gov/About/board/Pages/TheBoard.aspx

4% Chicago Open Data Executive Order,
http://www.cityofchicago.org/city/en/narr/foia/open_data_executiveorder.html

%0 San Francisco Open Data Policy,
http://sfbos.org/ftp/uploadedfiles/bdsupvrs/committees/materials/gaoc_032813_121017.pdf

5 New Hampshire Open Data Policy, http://www.nhliberty.org/bills/view/2012/HB418

52 H.R. 4173 The Dodd-Frank Wall Street Reform and Consumer Protection Act, 111th Congress,
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Open data policies can also direct that guidance is created from a basic framework created in
the policy. So, rather than spelling out the entirety of data standards in the original policy
document, some governments, like Utah® and Montgomery County. Maryland®®, have used their
policies to direct that guidance is created to help agencies comply with online public access to
non-proprietary, machine-readable data published in open formats. New York City’s*® open data
policy, Public Law 11, resulted in the creation of extensive technical guidance, which you can
find here. A similar approach is outlined in the proposed Public Online Information Act®, which
would create a central regulator empowered to create and set data standards for the US federal
government.

24. Create new legal rights or other mechanisms

An open data policy can create mechanisms that allow individual members of the public to play a
dynamic role in policy oversight and compliance. For example, the right to sue serves as the
ultimate enforcement mechanism of the Freedom of Information Act (Section 4.K, Page 33%),
some countries (like Canada®) have FOl ombudsmen with special legal enforcement powers,
and some countries also have special anti-corruption agencies.

25. Incorporate public perspectives into policy implementation

Implementing the details of an open data policy will benefit from public participation. Open data
policies not only have effects government-wide, which will require consideration, but also have
consequences for a variety of stakeholder groups outside of the government. Allowing these
groups to participate in the decision-making process (and make real contributions) can have
great benefits for policy creation and execution. Stakeholders and experts can bring to the table
valuable new perspectives that highlight challenges or opportunities that might not otherwise be
obvious. Formal mechanisms for collaboration can include hearings, draft proposals open for
public comment and contribution, and online resources like wikis and email lists. In 2012, New

http://www.govtrack.us/congress/bills/111/hr4173/text

53 H.R. 2146 The DATA Act, http://www.opencongress.org/bill/112-h2146/show

54 Utah Open Data Policy, http://le.utah.gov/~2013/bills/sbillenr/SB0283.pdf

% Montgomery County, Maryland, Open Data Policy,
http://www6.montgomerycountymd.gov/content/council/pdf/agenda/cm/2012/121126/20121126_GO2.pdf
% New York City Open Data Wiki,
http://nycopendata.pediacities.com/wiki/index.php/Local_Law_11_of 2012

57 The Public Online Information Act, Sunlight Foundation, http://sunlightfoundation.com/policy/poia/
%8 A Citizen's Guide On Using the Freedom of Information Act and the Privacy Act of 1974 to Request
Government Records, http://www.gpo.gov/fdsys/pkg/CRPT-106hrpt50/pdf/CRPT-106hrpt50.pdf

% Office of the Information Commissioner of Canada, http://www.oic-ci.gc.ca/eng/
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York City created a wiki® to encourage collaborative input on the open data policies, standards,
and guidelines that would be enacted as part of its then-newly passed open data law. In Ottawa
Canada®’, the city’s open data policy directs staff to explore ways to consult the public and
receive input on high-value data sets. Some cities go the distance to create working groups that
contain members of the public, media, local businesses, as well as government staff, like the
Utah Transparency Advisory Board® described in Provision 22. Other governments, like the
cities of Chicago and San Francisco, call for less defined online forums to solicit feedback from
the public on data sets and policies.

26. Set appropriately ambitious timelines for implementation

Setting clear deadlines can demonstrate the strength of a commitment and will help translate
commitments into results. Deadlines can also help to identify failures clearly, opening the door to
public oversight. Relevant actors should be given enough time to prepare for the changes
brought on by the new open data policy, but not so much time that the policy becomes
inoperable. The timeline should be firm, provide motivation for action, and have actionable goals
and benchmarks that can be used as a metric for compliance. These goals or checkpoints can
include qualitative and quantitative measurements.

27. Create processes to ensure data quality

Data quality will not be ensured through data release alone: efforts need to be made to keep the
data up to date, clean, accurate, and accessible. In the executive memorandum that established
that Washington, DC would share internal data on DC.gov®, the city specified not only the need
to maintain data quality but also touched, broadly, on the responsibilities of the agencies involved
in resolving discrepancies or inconsistent results. In a 2012 law, New Hampshire® required that
state government data be collected at the sources, "not in aggregate or modified forms." Other
approaches to ensuring data quality include assigning specific staff responsible for maintenance
(as was done in the Open Government Directive on financial data® (Section 2.a.)) and creating
audit processes.

% New York City Open Data Wiki, http:/nycopendata.pediacities.com/wiki/index.php/NYC_Open_Data

61 Ottawa Open Data Policy,
http://www.ottawa.ca/calendar/ottawa/citycouncil/occ/2010/05-12/csedc/08-ACS2010-COS-ITS-0005-Open
%20data%20%282%29.htm

62 Utah Open Data Policy, http://le.utah.gov/~2013/bills/sbillenr/SB0283.pdf

8 Washington, DC, Open Data Policy,
http://www.scribd.com/fullscreen/26442622?access_key=key-20rfsh26eu0ob66xIbmu

% New Hampshire Open Data Policy, http://www.nhliberty.org/bills/view/2012/HB418

% Open Government Directive, Executive Office of the President,
http://www.whitehouse.gov/sites/default/files/omb/assets/memoranda_2010/m10-06.pdf
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In any case, data quality concerns should not be accepted as an excuse for exempting or
restricting the release of information, but should rather be seen as a challenge that becomes
clearer and easier to address as data is released. Data with serious accuracy and quality
concerns should be adequately documented to avoid creating confusion or misinformation.

Similarly, public data reporting streams that are separate from what is used within government
should be avoided whenever possible, as redundant or parallel data streams can create
opportunities for data quality to suffer.

28. Create a public, comprehensive list of all information holdings

Government bodies often do not know what information they have. Open data policies should
require a full public listing of government information. This comprehensive listing empowers
policymakers and administrators to determine whether information is being appropriately
managed, and empowers the public oversight of those determinations. Publicly accounting for
agency information helps ensure that information is managed to benefit the public interest, and
can create efficiencies among government departments, all while empowering journalists and
policymakers. To provide up-to-date information, agencies can also be required to regularly audit
their information holdings.

In addition to noting the data sets themselves, a data listing should note the department or
agency (or agencies) responsible for the collection and maintenance of the data, its public or
private classification, and, when possible, information about where to access the public data. To
the extent practicable, additional details can also be given about private classifications, allowing
the public to understand why certain information is marked as not-public. This is a step taken by
the United Kingdom’s Department for Communities and Local Government®, which not only
publishes a list of information assets held by the department, but which notes, whenever an
entry on their listing cannot be made available to the public in its entire raw form, the rationale for
not publishing the information.

In 2010, the US Department of Transportation released (and to this day continues to maintains)
an inventory®” of its high-value data for the public as part of its Open Government Plan®®. Many
more governments® are in the early stages of directing their agencies to create indexes. In 2013,

% UK Department for Communities and Local Government,
https://www.gov.uk/government/publications/dclg-data-inventory

7 U.S. Department of Transportation Data Inventory Release, http://www.dot.gov/open/data-inventory-release
% U.S. Department of Transportation Data Inventory, http://www.dot.gov/open/data-archive

% How Unique is the New U.S. Open Data Policy?, Laurenellen McCann and Julia Keserd,
http://sunlightfoundation.com/blog/2013/05/13/how-unique-is-the-new-u-s-open-data-policy/
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a memorandum’ accompanying a new federal executive order for open data™ directed all
agencies to compile data inventories to a similar rigor’® defined by the UK’s Department of
Communities and the US Department of Transportation. Several state and local governments
have also used open data policies to direct departments to create listings, including San
Francisco and Utah. See also this blog post™ from John Wonderlich explaining the need for
indexes.

29. Ensure sufficient funding for implementation

Like any other initiative, implementing an open data policy should be done with an eye on
long-term sustainability. One way to do this is to consider funding sources for the
implementation of the policy as well as its future maintenance. Sufficient funding can mean the
difference between successful and unsuccessful policies.

For example, in 2011, the Electronic Government Fund, which supports Data.gov, the IT
Spending Dashboard, and USASpending.gov, among other programs, was sliced from over $34
million to $12.4 million. Without the work of the advocacy community, funds would have dropped
as low as $8 million. This dramatic change in funding has continued implications for federal data,
some of which can be explored in the posts collected here from the Sunlight Foundation blog™.

By contrast, in 2012, California approved a bill (SB 1001) to pay for maintenance, repair, and
improvements to their Cal-Access public disclosure database by increasing the registration fees
for those engaged in lobbying and with political action committees™. Hawaii’'s 2013 open data
policy (HB 6327%) included provisions to appropriate two-years worth of funds to the department
charged with executing the policy, the Office of Information Practices, to ensure that the
implementation process was appropriately staffed.

0 White House Open Data Policy Memorandum,
http://www.whitehouse.gov/sites/default/files/omb/memoranda/2013/m-13-13.pdf

" Open Data Executive Order Shows the Path Forward, John Wonderlich, Sunlight Foundation,
http://sunlightfoundation.com/blog/2013/05/09/open-data-executive-order-shows-path-forward/
2 Open Data Executive Order Shows the Path Forward, John Wonderlich, Sunlight Foundation,
http://sunlightfoundation.com/blog/2013/05/09/open-data-executive-order-shows-path-forward/
3 The Missing Open Data Policy, John Wonderlich, Sunlight Foundation,
http://sunlightfoundation.com/blog/2012/03/22/the-missing-open-data-policy/

74 Save the Data blogposts, Sunlight Foundation,
http://sunlightfoundation.com/blog/taxonomy/term/savethedata/

S Yee's Cal-Access Bill Reconsidered, Approved Along With Other Open Government Bills,
http://sd08.senate.ca.gov/news/2012-05-31-yee-s-cal-access-bill-reconsidered-approved-along-other-open-go
vernment-bills

8 Hawaii Open Data Policy, http://www.capitol.hawaii.gov/session2013/bills/HB632_CD1_.htm
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30. Tie contract awards to transparency requirements for new systems

Existing procurement, contracting, or planning processes can be used to create new defaults
and requirements for IT systems and databases to ensure that open data requirements are
baked into new systems as they’re being planned. See for example the White House’s Digital
Government strategy’”, which proposes the creation of similar new requirements and
encourages agencies to share best practices in procuring these contracts and solutions with
each other.

31. Create or explore potential public/private partnerships

Partnerships can be useful in a variety of important efforts related to data release, from
increasing awareness of the availability of open data to identifying constituent priorities for data
release to connecting government information to that held by non-profits, think tanks, academic
institutions and others. Ed Mayo and Tom Steinberg have noted’® that such partnerships can aid
civic participation, help identify the gaps in services delivery, among other benefits. Philadelphia,
Pennsylvania hosts its open data portal, Open Data Philly’®, through a public/private partnership
involving local journalism, business, and non-profit organizations, rather than hosting the portal
on its own, solely-government platform.

Poorly planned public/private partnerships run the risk of subsidizing private sector actors at the
expense of the public. For example, see the Government Accountability Office’s digitization
project described here®.

Public/private partnerships are increasingly being explored in cities as a way to collaborate with
regional governments and ensure that government data handled by third parties is also made
open and available to the public (see Provision 4). To that end, San Francisco, California's 2013
open data policy®' approaches partnerships by suggesting that data standards be established
within and outside the city through collaboration with external organizations. Lexington, Kentucky
8 included aims to develop agreements with regional partners to publish and maintain public

7 U.S. Federal Web Policy,
http://www.whitehouse.gov/sites/default/files/omb/egov/digital-government/digital-government.html
® The Power of Information, Ed Mayo and Tom Steinberg,
http://www.opsi.gov.uk/advice/poi/power-of-information-review.pdf

9 Open Data Philly, http://opendataphilly.org/

8 GAO did sell exclusive access to legislative history to Thomson West, Free Government Information,
http://freegovinfo.info/node/1798

81 San Francisco Open Data Policy,
http://sfbos.org/ftp/uploadedfiles/bdsupvrs/committees/materials/gaoc_032813_121017.pdf

82 exington Open Data Policy,
http://www.lexingtonky.gov/Modules/ShowDocument.aspx?documentid=16343
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data sets.

32. Mandate future review for potential changes to this policy

Just as publishing open data is an ongoing process that requires attention to its quality and
upkeep (Provision 26), so too does the policy that establishes it. In order to keep up with the
times, current best practices, and feedback from existing policy oversight, open data policies
should be written in a way that makes them open to future revision. Open data policies should
acknowledge that the context in which they operate is rapidly changing over time, and will likely
need sustained attention to remain relevant.
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